
hostmap User Guideby Alessandro `jekil` Tanasirelease 0.2.2Abstrat�It is said that if you know your enemies and know yourself, you willnot be imperiled in a hundred battles; if you do not know your enemies butdo know yourself, you will win one and lose one; if you do not know yourenemies nor yourself, you will be imperiled in every single battle.� � SunTzu, The Art of War�This paper is the hostmap user guide. Get the latest version in theprojet homepage: http://hostmap.lonerunners.net
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1 IntrodutionThis is the o�ial user guide for version 0.2.2 of the hostmap host name disoverytool. This guide is designed to explain what hostmap is, how it works, and whatyou an do with it.The latetest version of this doument an be found on the hostmap web site:http://hostmap.lonerunners.net.The hostmap host name disovery tool is an utility designed to disover thehost names related to a given IP address, generally speaking, all appliation levelhost names related to a server (example: DNS names, HTTP virtual hosts).The primary users of hostmap are professionals performing vulnerabilityassessments and penetration tests.1.1 Requirementshostmap is fully implemented using Ruby, an objet oriented programminglanguage. The Ruby interpreter is freely downloadable from its o�ial site:http://ruby-lang.org/. It's installable in GNU/Linux, Apple OSX and Mi-rosoft Windows.hostmap is fully portable in GNU/Linux, Apple OSX and Mirosoft Win-dows.1.2 Use aseIn the real world an IP address an be registered in a DNS server with multiplehost names, beause it an have some aliases or it is hosting a bunh of websites.For example the IP address 1.2.3.4 has the following names registered, asyou an see from a piee of the BIND zone on�guration �le:www.foo.om CNAME foo.omfoo.om A 1.2.3.4mail.foo.om A 1.2.3.4An user, or a penetration tester, that needs to test the seurity of the 1.2.3.4mahine needs to known all his host names.This is needed to ahieve a omplete test on system 1.2.3.4, beause severalappliation, for example the web server, exposes di�erent attak points, in thatase virtual hosts, for eah di�erent host name requested so eah one must befully tested.The purpose of hostmap is to disover all this registered DNS names, alsoalled host names or virtual hosts, to provide a better knowledge of the targetand an extended attak surfae to the user.1.3 How to get hostmapYou an get the latest hostmap version from the o�ial website http://hostmap.lonerunners.net.4
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hostmap is available in several pakaging formats to �t your own require-ments.
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2 InstallationThere are several ways and pakage to use or install hostmap, hoose one of thefollowing.If you don't know what you need, use the zip arhive so you don't need toinstall it, simply download, unpak and run.2.1 Zip and tar.gz arhiveOperating system independent ompressed soures.You need only to unzip the arhive and run hostmap as explained in theQuik Start Guide. See Setion 3.
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3 Quik start guideA ten seonds guide to use hostmap! Now the senario is: you have an IPaddress and you want to know all the host names related.3.1 Your �rst disoveryTo start a disovery with hostmap using the default options you need only touse the -t options followed by the target IP address, see an example:$ ruby hostmap.rb -t 94.23.200.187hostmap 0.2 odename prematurataCoded by Alessandro `jekil` Tanasi <alessandro�tanasi.it>[2009-12-16 19:08℄ Found new hostname rps9072.ovh.net[2009-12-16 19:08℄ Found new domain ovh.net[2009-12-16 19:08℄ Found new hostname www.tanasi.it[2009-12-16 19:08℄ Found new domain tanasi.it[2009-12-16 19:08℄ Found new hostname www.lonerunners.net[2009-12-16 19:08℄ Found new domain lonerunners.net[2009-12-16 19:08℄ Found new hostname lonerunners.net[2009-12-16 19:08℄ Found new hostname angelo.lonerunners.net[2009-12-16 19:08℄ Found new hostname lab.lonerunners.net[2009-12-16 19:09℄ Found new hostname sedos.lonerunners.net[2009-12-16 19:12℄ Skipping DNS Zone transfer beause it is disabledby default, you must enable it from from ommand line.[2009-12-16 19:12℄ Found new mail server 2.kmx.ovh.net[2009-12-16 19:12℄ Skipping DNS Zone transfer beause it is disabledby default, you must enable it from from ommand line.[2009-12-16 19:12℄ Found new nameserver dns13.ovh.net[2009-12-16 19:12℄ Found new mail server 1.kmx.ovh.net[2009-12-16 19:12℄ Found new nameserver ns1.th.seeweb.it[2009-12-16 19:12℄ Skipping DNS Zone transfer beause it is disabledby default, you must enable it from from ommand line.[2009-12-16 19:12℄ Found new mail server aspmx3.googlemail.om[2009-12-16 19:12℄ Found new nameserver ns13.ovh.net[2009-12-16 19:12℄ Found new nameserver ns2.th.seeweb.it[2009-12-16 19:12℄ Found new mail server aspmx5.googlemail.om[2009-12-16 19:12℄ Found new nameserver dns10.ovh.net[2009-12-16 19:12℄ Found new mail server alt2.aspmx.l.google.om[2009-12-16 19:12℄ Found new nameserver ns38.domainontrol.om[2009-12-16 19:12℄ Found new mail server aspmx2.googlemail.om[2009-12-16 19:12℄ Found new mail server aspmx4.googlemail.om[2009-12-16 19:12℄ Found new nameserver ns12.ovh.net[2009-12-16 19:12℄ Found new nameserver ns37.domainontrol.om[2009-12-16 19:12℄ Found new mail server alt1.aspmx.l.google.om7



[2009-12-16 19:12℄ Found new mail server aspmx.l.google.om[2009-12-16 19:12℄ Found new nameserver dns15.ovh.net[2009-12-16 19:12℄ Found new nameserver ns15.ovh.net[2009-12-16 19:12℄ Found new nameserver ns11.ovh.net[2009-12-16 19:12℄ Found new nameserver ns10.ovh.net[2009-12-16 19:12℄ Found new nameserver dns12.ovh.net[2009-12-16 19:12℄ Found new nameserver dns11.ovh.net[2009-12-16 19:15℄ Found new hostname ww.tanasi.it[2009-12-16 19:15℄ Found new hostname wwww.tanasi.it[2009-12-16 19:15℄ Found new hostname wwww.lonerunners.net[2009-12-16 19:15℄ Found new hostname ww.lonerunners.netResults for 94.23.200.187Served by name server (probably)ns37.domainontrol.omns2.th.seeweb.itns13.ovh.netdns10.ovh.netdns11.ovh.netdns13.ovh.netdns12.ovh.netns15.ovh.netns1.th.seeweb.itdns15.ovh.netns38.domainontrol.omns11.ovh.netns10.ovh.netns12.ovh.netServed by mail exhange (probably)aspmx.l.google.omaspmx2.googlemail.omalt2.aspmx.l.google.omaspmx3.googlemail.omaspmx4.googlemail.om2.kmx.ovh.netalt1.aspmx.l.google.omaspmx5.googlemail.om1.kmx.ovh.netHostnames:ww.lonerunners.netsedos.lonerunners.netangelo.lonerunners.netrps9072.ovh.netwwww.lonerunners.netlab.lonerunners.netwww.lonerunners.net 8



www.tanasi.itlonerunners.netwwww.tanasi.itww.tanasi.it3.2 Fast and furiousTo speed up your disovery you an disable the brute foring enumeration hek,so you an miss some results but you an get the best performanes.$ ruby hostmap.rb -t 94.23.200.187 --without-bruteforehostmap 0.2 odename prematurataCoded by Alessandro `jekil` Tanasi <alessandro�tanasi.it>[2009-12-16 12:52℄ Found new hostname www.lonerunners.net[2009-12-16 12:52℄ Found new hostname www.tanasi.it[2009-12-16 12:52℄ Found new domain lonerunners.net[2009-12-16 12:52℄ Found new domain tanasi.it[2009-12-16 12:52℄ Found new hostname lonerunners.net[2009-12-16 12:52℄ Found new hostname rps9072.ovh.net[2009-12-16 12:52℄ Found new hostname angelo.lonerunners.net[2009-12-16 12:52℄ Found new domain ovh.net[2009-12-16 12:53℄ Found new hostname sedos.lonerunners.net[2009-12-16 12:53℄ Found new hostname lab.lonerunners.net[2009-12-16 12:55℄ Skipping DNS Zone transfer beause it is disabledby default, you must enable it from from ommand line.[2009-12-16 12:55℄ Skipping DNS brutefore beause it is disabled fromommand line[2009-12-16 12:55℄ Found new nameserver ns1.th.seeweb.it[2009-12-16 12:55℄ Skipping DNS Zone transfer beause it is disabledby default, you must enable it from from ommand line.[2009-12-16 12:55℄ Found new mail server aspmx3.googlemail.om[2009-12-16 12:55℄ Found new nameserver ns2.th.seeweb.it[2009-12-16 12:55℄ Skipping DNS brutefore beause it is disabled fromommand line[2009-12-16 12:55℄ Skipping DNS Zone transfer beause it is disabledby default, you must enable it from from ommand line.[2009-12-16 12:55℄ Found new mail server aspmx5.googlemail.om[2009-12-16 12:55℄ Found new mail server alt2.aspmx.l.google.om[2009-12-16 12:55℄ Found new nameserver ns38.domainontrol.om[2009-12-16 12:55℄ Found new nameserver ns13.ovh.net[2009-12-16 12:55℄ Skipping DNS brutefore beause it is disabled fromommand line[2009-12-16 12:55℄ Found new mail server aspmx4.googlemail.om[2009-12-16 12:55℄ Found new mail server 2.kmx.ovh.net[2009-12-16 12:55℄ Found new nameserver dns13.ovh.net9



[2009-12-16 12:55℄ Found new mail server aspmx2.googlemail.om[2009-12-16 12:55℄ Found new nameserver ns37.domainontrol.om[2009-12-16 12:55℄ Found new mail server 1.kmx.ovh.net[2009-12-16 12:55℄ Found new nameserver dns10.ovh.net[2009-12-16 12:55℄ Found new mail server alt1.aspmx.l.google.om[2009-12-16 12:55℄ Found new mail server aspmx.l.google.om[2009-12-16 12:55℄ Found new nameserver dns15.ovh.net[2009-12-16 12:55℄ Found new nameserver ns12.ovh.net[2009-12-16 12:55℄ Found new nameserver ns15.ovh.net[2009-12-16 12:55℄ Found new nameserver ns10.ovh.net[2009-12-16 12:55℄ Found new nameserver ns11.ovh.net[2009-12-16 12:55℄ Found new nameserver dns12.ovh.net[2009-12-16 12:55℄ Found new nameserver dns11.ovh.netResults for 94.23.200.187Served by name server (probably)ns37.domainontrol.omns13.ovh.netns2.th.seeweb.itdns10.ovh.netdns11.ovh.netdns13.ovh.netdns12.ovh.netns15.ovh.netns1.th.seeweb.itdns15.ovh.netns38.domainontrol.omns11.ovh.netns10.ovh.netns12.ovh.netServed by mail exhange (probably)aspmx.l.google.omaspmx2.googlemail.omalt2.aspmx.l.google.omaspmx3.googlemail.om2.kmx.ovh.netaspmx4.googlemail.omalt1.aspmx.l.google.om1.kmx.ovh.netaspmx5.googlemail.omHostnames:sedos.lonerunners.netangelo.lonerunners.netrps9072.ovh.netlab.lonerunners.netwww.tanasi.it 10
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4 Features and tehniquesThe aim of hostmap is to enumerate all the virtual hosts and DNS names of anIP address, and do this in the fastest and detailed way.To ahieve this hostmap uses a lot of tehniques, some never used by anyother tool, ombined with development tehnologies to get the best perfor-manes.4.1 Features
• DNS names and virtual host enumeration
• Multiple disovery tehniques
• Results orrelation, aggregation and normalization
• Multi thread and event based engine
• Platform independent: hostmap an run on GNU/Linux, Mirosoft Win-dows, Apple OSX and in eah system where Ruby works.4.2 TehniquesTo enumerate all the alias of a target mahine hostmap uses a lot of tehniquesbased on protools, exposed servies, target weakness, target vulnerabilities,brute foring tehniques, publi databases and searh engines that an reveal atarget's alias.The data are fethed at run time from this data soures using multi threadengine to speed up the fething phase.All data fethed being aggregated, normalized, orrelated and the results areheked at run time to avoid false positives.The hostmap engine is based on the knowledge of event, eah enumerationation an get results, based on type of enumeration ation and the type ofthe results hostmap dynamially hoose the next ation to take and the nextenumeration hek to launh. hostmap uses an adaptive engine written to getmuh more results possible.The tehniques used by hostmap are the following.4.2.1 DNS enumeration tehniquesThe following enumeration tehniques are based on the DNS protool and are:
• Reverse DNS lookupPerforms a PTR request to get the host name from IP address.
• Name servers reord lookupGet the authoritative name server for eah domain enumerated on thetarget host. 12



• Mail exhange reord lookupGet the MX reords for eah domain enumerated on the target host.
• DNS AXFR zone transferThe name server that serve the target mahine's domain zone an be proneto a zone transfer vulnerability. This allow an attaker to perform a AXFRzone transfer and get a dump of the omplete DNS zone, so all reords,served by this name server. The AXFR vulnerability an already simplybe heked with dig utility. For example if we want to hek the DNSserver 1.2.3.4, authoritative name server for domain foo.om we an doit with the following syntax and if you get an output like that the DNSserver is vulnerable.$ dig -t axfr �1.2.3.4 foo.om; <<>> DiG 9.6.1-P2 <<>> -t axfr �1.2.3.4 foo.om; (1 server found);; global options: +mdfoo.om. 38400 IN SOA ns1.foo.om. admin.foo.om. 2006081401 28800 3600 60480038400foo.om. 38400 IN NS 127.0.0.1.foo.om.foo.om. 38400 IN MX 10 mta.foo.om.mta.foo.om. 38400 IN A 192.168.0.3ns1.foo.om. 38400 IN A 127.0.0.1www.foo.om. 38400 IN A 192.168.0.2foo.om. 38400 IN SOA ns1.foo.om. admin.foo.om. 2006081401 28800 3600 60480038400;; Query time: 0 mse;; SERVER: 1.2.3.4#53(1.2.3.4);; WHEN: Wed De 23 15:27:24 2009;; XFR size: 7 reords (messages 1, bytes 207)
• Host name brute-foringUsing a brute-foring tries to guess an host name on the enumerateddomain that resolve as the target IP address. For example if the do-main foo.om has been enumerated the host name brute forer will hekfor third level names like: www.foo.om, www1.foo.om, db.foo.om andwhatever word listed in the ditionary used.
• DNS TLD expansionUse a brute-foring of top level domain part for already enumerated do-main. For example if the domain foo.om has been enumerated the TLDexpansion or TLD brute-foring plugin will hek for di�erent TLD forthe same domain like: foo.org, foo.net, foo.it and whatever TLD listed inthe TLD ditionary. 13



4.2.2 SSL/TLS Protool enumeration tehniquesThe following enumeration tehniques are based on the SSL/TLS protool andare:
• X.509 Certi�ate ParsingSometimes the target mahine an publish some HTTPS servies. A on-netion is tried to the ommon HTTP and HTTPS servie ports and istried to negotiate an SSL/TLS onnetion, if the remote server supplya X.509 erti�ate the host name is taken from the issuer and subjetCommon Name (CN) �eld and from alternate subjet extension �eld.4.2.3 Passive web enumeration tehniquesThe following enumeration tehniques are based on third party web sites andpubli databases.
• Searh enginesThe following searh engines are used:� Mirosoft Bing (with and without searh API): http://searh.msn.omIt's suggested to use this with API key whih improves the amountof results fethed and the plugin speed.
• GPG/PGP key databasesThe following publi databases are used:� MIT GPG key server: http://pgp.mit.edu:11371
• DNS/WHOIS databasesPubli WHOIS information database, like RIPE, or DNS snapshot databaseare used to passively enumerate host name and trak his history.The following publi databases are used:� DNShistory: http://dnshistory.org� Domainsdb: http://www.domainsdb.net/� Fbk.de: http://www.bfk.de/� Gigablast: http://www.gigablast.om� Netraft: http://searhdns.netraft.om� Robtex: http://www.robtex.om� Tomdns: http://www.tomdns.net� Web-max: http://www.web-max.a
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5 UsageYou an use hostmap from ommand line interfae with following:ruby hostmap.rb OPTIONS -t TARGETWhere TARGET is the IP address of the host against you want a host disoveryand OPTIONS is a list of hostmap's options.Available options are explained here.5.1 Show helpOption: -h or �helpShow the help sreen with all options available.$ ruby hostmap.rb -hhostmap 0.2 odename prematurataCoded by Alessandro `jekil` Tanasi <alessandro�tanasi.it>Usage: hostmap.rb [options℄ -t [target℄Target options:-t, --target [STRING℄ set target domainDisovery options:--with-zonetransfer enable DNS zone transfer hek--without-brutefore disable DNS bruteforing--brutefore-level [STRING℄ set brutefore aggressivity,values are lite, ustom or full (default is lite)--without-be-paranoid don't hek the resultsonsisteny--http-ports [STRING℄ set a omma separated list ofustom HTTP ports to hek--only-passive passive disovery, don't makenetwork ativity to the target networkCommon options:-d, --dns [STRING℄ set a omma separated list of DNSservers IP addresses to use instead of system defaults15



-v, --verbose set verbose mode-h, --help show this help message5.2 Show versionOption: �versionShow the hostmap version.5.3 TargetOption: -t or �targetThe host IP address that will be sanned for host names.A target must be always set.5.4 Show debug messagesOption: -v or �verboseShow all debug messages, this an give a more detailed view of hostmap work.5.5 Use a user de�ned DNS serverOption: -d or �dnsUse a user spei�ed DNS server for all DNS queries. You use this option witha omma separated list of DNS server IP addresses to as parameters.5.6 DNS Zone Transfer hekOption: �with-zone-transferPerforms a DNS AXFR zone transfer hek against name servers that handlethe target host.This option an disover a mison�gured DNS server that allow a full zonetransfer, an attaker that use this type of vulnerability an get the full list ofthe names handled by the vulnerable DNS server.Some system administrators an see this type of hek as an attak againsthis systems, so this option is disabled by default and use it arefully at yourown risk.5.7 Without host name brute-foringOption: �without-brute-foreDisable the host name brute foring hek.Disabling brute foring you get a fastest san but you an miss same resultsthat are enumerated only with brute foring.16



5.8 Without DNS TLD expansionOption: �without-dnsexpansionDisable the DNS TLD expansion hek.Disabling his hek you get a fastest san but you an miss same results.5.9 Brute-fore aggressivityOption: �brute-fore-levelWith this option you an hoose the aggressivity of the DNS host name brute-foring.Aepted values are lite, ustom or full. The default value is lite.You an see the ditionary used by eah level in the ditionaries folder ofhostmap.If you need to edit default ditionaries or edit you own we suggest to useustom.txt under the ditionaries diretory.5.10 Enumeration plugin timeoutOption: �timeoutIf an enumeration plugin is running, by default after 10 minutes, it's killed andthe partial results produed are reported. With this option you an hange thedefault timeout.5.11 Conurrent threads numberOption: �threadsA onurret thread system is used by hostmap to optimize performanes, bydefault hostmap uses 5 onurrent threads. With this option you an hangethe default number of maximum threads used.This is the upper bound that hostmap will use during the event based dis-overy, sometimes the number of real running threads an be lower beause onlythese are needed.Please note that if you set this options too high you an �ood the DNS serveror overload your network and slow down hostmap or take down your onnetion.Use only with are.5.12 Only passive disoveryOption: �only-passiveRuns only the enumeration heks that don't performs any ativity with thetarget.Use this if you want to run a stealth disovery.17



5.13 Without paranoid hekOption: �without-be-paranoidBy defaults for eah enumerated alias hostmap performs a paranoid hek toassure that the enumerated DNS name resolves with the target IP address.With this hek hostmap on�rms the enumerated alias and assure the qual-ity of his results.In same ases, this an be prone to false positives, beause an alias an bedisarded if it doesn't resolve with the target IP address but some servies onthe target host are still on�gured to serve that alias.An example an be a web server, that is on�gured for virtual hosting, andis on�gured to serve antani.gov website. After an year of ativity antani.gov ismoved to another hosting ompany, so the DNS reords are hanged to point tothe new ompany web servers, but the system administrator of the old hostingompany miss to delete the virtual host from the web server on�guration. Sowe have a virtual host that is alive in a servie (HTTP) but his DNS reordpoint to a IP address that isn't the target IP address.This strange behavior an't be deteted by hostmap, but using the �without-be-paranoid option you an skip the paranoid hek and get the list of all enu-merated alias for your target.The use of �without-be-paranoid slows hostmap exeution and is useful onlywhen the hostmap results are post proessed by user.5.14 Output in Maltego XML formatOption: �print-maltegoPrints the output in XML formatted standard used by Maltego http://www.paterva.om/web4/index.php/maltego.5.15 Without update hekOption: �without-updateBy defaults at eah run hostmap heks for new releases. If a new release isavailable the download link is displayed, now hostmap ontiues it's run.This behaviour an be disabled with �without-update parameter suppliedby ommand line or disabling the automati update hek in the on�guration�le.5.16 Using the on�guration �leThe �le hostmap.onf is used to store some ommon user settings. You needto simply edit and save it to hange the settings automatially loaded at eahhostmap run.The options in the on�guration �le are overrided by the supplied ommandline options. 18
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6 Feedbak and bug reportsAny kind of feedbak is very appreiated!If you have feature requests, ideas, bug reports or simply you want to giveyour feedbak about hostmap write to alessandro�tanasi.it mailto:alessandro�tanasi.it.I am happy to read your opinion.If you need live help you an interat with other members of the lonerunnersommunity on the o�ial #lonerunners IRC hannel.Server: ir.freenode.netChannel: #lonerunnersFor more information about freenode, visit http://freenode.net/faq.shtml.
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7 Copyright and liensehostmap is opyrighted by Alessandro Tanasi and is liensed under GNU GeneralPubli Liense version 3.hostmap is free software: you an redistribute it and/or modify it underthe terms of the GNU General Publi Liense as published by the Free SoftwareFoundation, either version 3 of the Liense, or (at your option) any later version.See the GNU General Publi Liense for more details, the full software lienseis available in the LICENSE.txt �le.
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8 Dislaimerhostmap is distributed in the hope that it will be useful, but WITHOUT ANYWARRANTY; without even the implied warranty of MERCHANTABILITY orFITNESS FOR A PARTICULAR PURPOSE.hostmap is a PoC (Proof of Conept) it's not written to real use beause ifyou use it you an violate the poliy of same searh engines ;)Whatever you do with this tool is uniquely your responsability.
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9 FAQ9.1 General questions9.1.1 Can i redistribute hostmap?Yes, you an. hostmap is liensed under the GNU General Publi Liense version3. See Setion 7.9.1.2 Can i inlude hostmap in my losed soure ommerial prod-ut?Generally no, you an't. hostmap is liensed under the GNU General PubliLiense version 3. See Setion 7.9.1.3 I want to help hostmap, what an i do?Your help is very appreiated, you an help hostmap in several ways, fromoding to send bug reports. See 9.39.2 Usage questions9.2.1 How an i improve hostmap performanes?hostmap try to get the best performanes available with your onnetion speed,if you want to speed up hostmap you an try to run it without DNS brute-foreusing the option �without-brute-fore doumented in 5.7.If this is not enough for you, try to use only ative heks and skip allrequests to web servies with �only-passive doumented in 5.12.Remember that this restrit the number on analysis and you an get lessresults.9.2.2 Some alias and virtual hosts weren't enumerated or there wasa di�erene between two hostmap runsSome alias or virtual hosts annot be enumerated for one or more times for thefollowing reasons:
• Network onnetivity issue: DNS tra� use the UDP protool that is abest e�ort not reliable protool, so sometimes if there is a network issuepakets an be lost.
• Plugin trae bak: A plugin an get a trae bak if there is a bug or inmost ases if the servie used (like a remote web site) is o�ine. hostmapuse third party servies as data mining soures so hostmap results dependson the data soures availability.
• Appliation level virtual hosts that have a wrong DNS reord: if hostmapdetet an alias or virtual host that doesn't resolve with the target IPaddress drops this result. To read more about this see 5.13.22



hostmap try to do the best to limit this strange behavior but sometimes thereis situations (like network ongestion) that an be in�uened by hostmap.9.3 Feedbak questions9.3.1 I found a bug or i want to suggest some featuresAny feedbak is welome, write an e-mail to Alessandro Tanasi at alessan-dro�tanasi.it and you will get an answer to your questions. See the Setion6.9.3.2 I want to help but i haven't timeThere are many ways to help hostmap: oding, testing, donating money, re-viewing ode and doumentation or submitting bug reports and feedbak. Todo this you don't need to spend a lot of time. Simply reading this user guideand submitting bug reports related to English errors is a great help.9.3.3 Getting live helpIf writin an email to Alessandro Tanasi at alessandro�tanasi.it insn't enough,you an get live help in our IRC hannel. See the Setion 6.9.3.4 This software is shit and you are an idiotYeah, an be true. Write an e-mail to Alessandro Tanasi at alessandro�tanasi.itif you need to talk about idiots, we an have fun together.
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